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DETEKSI PHISHING MENGGUNAKAN INFORMATION GAIN DAN
RANDOM FOREST

ABSTRAK

Phishing merupakan salah satu bentuk serangan siber yang memanfaatkan website palsu
untuk memperoleh informasi sensitif pengguna. Meningkatnya jumlah serangan phishing
mendorong perlunya sistem deteksi yang memiliki akurasi tinggi serta efisiensi komputasi.
Penelitian ini bertujuan menganalisis efektivitas metode Information Gain sebagai seleksi
fitur pada algoritma Random Forest dengan membandingkan performa model sebelum dan
sesudah seleksi fitur, serta mengimplementasikan model terbaik ke dalam browser
extension. Penelitian menggunakan dua dataset, yaitu PhiUSIIL Phishing URL Dataset dan
Phishing Detection Dataset (Mendeley). Tahapan penelitian meliputi preprocessing data,
seleksi fitur menggunakan Information Gain, pembagian data dengan rasio 70:30, pelatihan
model Random Forest, serta evaluasi menggunakan Accuracy, Precision, Recall, F1-Score,
dan Confusion Matrix. Hasil penelitian menunjukkan bahwa Information Gain mampu
mengurangi jumlah fitur yang digunakan sehingga menghasilkan model yang lebih
sederhana dan efisien tanpa menurunkan performa klasifikasi secara signifikan
dibandingkan Random Forest tanpa seleksi fitur. Model terbaik kemudian
diimplementasikan pada browser extension yang mampu mendeteksi website phishing
secara otomatis dan memberikan peringatan kepada pengguna ketika mengakses website
yang terindikasi phishing.

Kata Kunci: Phishing, Information Gain, Random Forest, Seleksi Fitur, Browser
Extension.

ABSTRACT

Phishing is a form of cyberattack that uses fraudulent websites to obtain users' sensitive
information. The increasing number of phishing attacks highlights the need for a detection
system with high accuracy and computational efficiency. This study aims to analyze the
effectiveness of the Information Gain feature selection method on the Random Forest
algorithm by comparing the model performance before and after feature selection, and to
implement the best-performing model into a browser extension. Two datasets were used in
this study the PhiUSIIL Phishing URL Dataset and the Phishing Detection Dataset from
Mendeley. The research process consisted of data preprocessing, feature selection using
Information Gain, data splitting with a 70:30 ratio, Random Forest model training, and
performance evaluation using Accuracy, Precision, Recall, F1-Score, and Confusion Matrix.
The results indicate that Information Gain successfully reduces the number of features,
producing a simpler and more efficient model without significantly decreasing classification
performance compared to the Random Forest model without feature selection. The best
model was successfully implemented as a browser extension capable of automatically
detecting phishing websites and providing warning notifications to users.

Keywords: Phishing, Information Gain, Random Forest, Feature Selection, Browser
Extension.
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